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> YT1o Takoe IWAN?
» Pazsutue IWAN 2.0. OCHOBHbIe

KOMMOHEHTb!
» MopTtdonmo IWAN
» Bonpocbl U OTBETHI
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Cisco Intelligent WAN Vision

UNCOMPROMISED EXPERIENCE OVER ANY CONNECTION

(" Private

Cloud
Any

Public Application
Cloud

Align Infrastructure to Better Business Outcomes

IT
Simplicity

Lower
Costs

Secure

k. Application _
W' Access

WY Experience
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Intelligent WAN (IWAN) OcHOBHble KOMMNOHEHTbI peLleHMs

Branch

WAAS
Akamai

== be3onacHocTb
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» IPSec WAN Overlay } OnTumanbHas MaplupyTUsauua > Performance monitoring b WudposaHue

TpadurKa NPUNOKEHUN
> YnobHas onepalMOHHan . > OnTMMKM3aumA mn F 3auwmTa OT BHELIHUX Yyrpo3
» 2¢ddekTMBHOE ynpasieHne Nonocom
mogenb NPONYCKaHMA K3lWnpoBaHue
DMVPN, PKI Performance Routing (PfR) AVC, WAAS, Akamai AES-256, CWS, ZBFW

QoS



. IWAN - 3TO apXUTEKTypHOeE pelleHune

. MNogrotosneHo. NposepeHo.
CosmecTtmmo.

*  HaueneHHoCTb Ha 6M3Hec-3a4a4u

IWAN: CUCTEMHbBIN aPXUTEKTYPHbIN NOAX0A

Pewaet npobnembl cetn
Ha ocHoBe oTpaboTaHHbIX KENCOB
MNoaxopn ana pa3BUTUA CeTH

OrpaHuYeHHbI macwTab cNoXKHOCTH
ABTOMAaTM3aLMA U KOHTPOb KayecTBa

YMeHbLUaeT C/I0XHOCTb 3KCnayaTaumm
Cokpavwaet pacxogbl Ha WAN KaHanbl
Ynyywaet paboTy NpuUnoKeHn
Mpamotit goctyn B UHTepHeT
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Intelligent WAN (IWAN) OcHOBHble KOMMOHEHTbI PELLIEHMS

> IPSec WAN Overlay ¥ OnTUManbHas mapLpyTusaums > Performance monitoring
TpadurKa NPUNONKEHUM
> YpobHan onepauMOHHas . b OnTMMusauma u
> J¢ddeKkTMBHOE ynpaBieHne nosocomn
mozenb NPONYCKaHUA K3lWnpoBaHue
DMVPN, PKI Performance Routing (PfR) AVC, WAAS, Akamai
QoS

— UHTenneKkTyanbHblit e, Ontumusa umAa e
= op o v N —7
KOHTPO/Ib TpadmKa o NPUNOXKEHUMN NRse e

be3onacHocTb
coeAMHEeHUN

> lWudposaHue
} 3aluTa OT BHELHMX yrpo3

AES-256, CWS, ZBFW



[MbKnn 6esonacHbi an3anH WAN ana ntoboro TpaHcnopTa
Dynamic Multipoint VPN (DMVPN)

He3aBMcMMoOCTb OT fTMbKocTb Be3onacHoOCTb

Ynpouwaet gusaitH WAN coeauHeHus BbicOKuii ypoBeHb 6e3onacHOCTH
ABTOMaTU4ecKue site-to-site IPsec
MpocTtoi multi-homing yepes ntobble TYHHENM CooTBeTtcTBME CEPTUDULMPOBAHHBIM
TPaHCMOPTHbIE CEPBUCHI CTaHAapTam WrppPoBaHUA U MEKCETEBOTO
Zero-touch KoHdurypauma ueHtpa (hub) 3KpaHWUPOBaHMs

Ans HoBbIX dunmanos (spoke)
EanHan nnoCKoCTb ynpaBaeHusa

MapupyTnsalmen npu MUHUMyMe CornacoBaHHbIV An3aliH ana ntoboro
B3aMMOZENCTBMA C NpoBagepamu TpaHcnopTa

MacwTabnpyemblit AU3aNH C BbICOKOM
NPOU3BOANTENBHOCTbIO KpUNTOrpadum Ha

You D)

Cisco
webex

22 Windows 8

Branch

Data Center



He3aBuncKMbIN OT TpaHcnopTa Am3anH WAN
Dynamic Multipoint VPN (DMVPN)

MGRE nHkancynupyet IPSec. Tonbko WAN IP agpeca
DONKHbI 6bITb n3BecTHbl WAN npoBanaepy

— |P agpec WAN-uHTepdeinca moxeT bbiTb MCNONb30BaH
Kak Tunnel Source address

dunumanbHble (spoke) nogpasaeneHns perncTpmupyroTca B
ueHTpe (hub) n ycranasnueatot IPsec tunnel

O6meH nHpopmaument o6 IP routing npedumKcax B KaxKaom
nogpasaeneHnm

— 0O6bl4yHO ncnonbaytotca BGP nan EIGRP ans
MaclTabupyemocTtu

O6meH Tpadumkom yepe3s DMVPN-TyHHENN

Mpu nepeaaye Tpaduka mexay puarnanamu LeHTPabHbIN
mawpyTtmsatop (hub) cnocobcTByeT ycTtaHoBNAEHMIO site-to-
site TYyHHenen mexay spoke-mapLupyTnsatopamm

Per-Tunnel QOS obecneymBaeT KOHTPOIb NEPENOANUCKN
dunmnanbHbIX MappyTnsatopos (spoke) ns ueHtpa (hub)

be3onacHble TYHHenAU No 3anpocy

(On-Demand)

Branch 2

Traditional Static Tunnels
DMVPN On-Demand Tunnels

Static Known IP Addresses

Dynamic Unknown IP Addresses
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discovering future



MbpuaHbin am3amH WAN vs TpaamumoHHbin n IWAN

Traditional iWAN

HEbrid Hybrid

OSPF




IWAN — HE3aBUCUMMbIM OT TPAHCMOPTa AN3aMH
OanHakosblv AmM3anH ana MPLS, Internet, 3G/4G ...

iWAN iWAN

Hébﬁd

Dual Internet

Data Center

2

Bspy 1spaH

1 WAN Routing Domain
iBGP, EIGRP, or OSPF

a8 Branch & Branch



Intelligent WAN (IWAN) OCHOBHblE KOMMOHEHTbI PeLLEHUS

Public
WAAS Cloud
Akamai

YnpasneHue U MOHUTOPUHT $ ) Cisco Prime

7N - OonTumusaumsa == be3onacHocTb

\’,.ﬂ/ Jiobowm TpaHcnopT = Sk o 4 < o "

o NnPpUAOKeHUn coeguHeHnun

> IPSec WAN Overlay } OnTumanbHas MapLipyTMsauma > Performance monitoring > lWudposaHne
TpadurKa NPUNONKEHUN

> YpgobHan onepalMOHHas ) . F OnTUMKU3aUMA U1 »  3awmTa OT BHELIHUX Yrpo3
JddeKTnBHOE yrnpasaeHne nonocom

mogaenb NpOMyCKaHNA K3lMpoBaHue
DMVPN, PKI Performance Routing (PfR) AVC, WAAS, Akamai AES-256, CWS, ZBFW

QoS



MIHTeNNeKTyanbHbIM KOHTPOb MapLUPYTOB

fapaHTMA NPOU3BOANTENBHOCTM U 3aLLUTA NPUNOKEHUI

MakcumanbHoe YnyuuweHue
ucnonb3sosaHune WAN npousBoAUTENIbHOCTU
KaHana NPUNOXKEHUN

CHMXKeHMe pacxoaos Ha BbiCOKaa HapeXXHOoCTb

paboTbl NpUNOKEHUN

brownouts B cetun

HWU3KOM CTOMMOCTU Ha OCHOBE NapamMeTpoB 6ase meTpuK .
npoBanaepa

KaHana

You([TH

Cisco

webex
ORACLE

=& Windows 8

Branch

Data Center




MHTenneKkTyasibHbl KOHTPO/1b TPadMKa

c nomouybto Performance Routing

take the best
delay, jitter, and/or loss path

CiTR!X“ == Windows 8

amazon.com
~—

y - e CWTRTD BY e
Virtual Private ' ncnma

Cloud

Internet )

is load balanced to
maximize bandwidth

will be rerouted if the current
* PfR monitors network performance and routes applications path degrades below policy thresholds
based on application performance policies

* PfR load balances traffic based upon link utilization levels
to efficiently utilize all available WAN bandwidth



Y10 Takoe PfR? OcHOBHble KOMMOHEHTb!

over BRs, collect statistics
ly policy, verification, reporting
packet forwarding/inspection required

Data Center

network visibility in forwarding path (Learn, measure)

prce MC’s decision (path enforcement)
s all packet forwarding

chability, Delay, Loss, Jitter, MOS,
oughput, Load, and/or $Cost

Branch




PfR paclnpaeT BO3MOKHOCTM K/TaCCUYECKOM MapLIpyTU3aLLMK

Knaccuyeckasn
MapLpyTmM3aums

PfR




Performance Routing v3

Running in an Enterprise Domain

Branch Master Controller \
N o w WA MC/BR/
AAR

MC

Central Site |

Internet
Hub Master Controller

One Master Controller defined as the Hub MC
Centralized location for policy definition

\BranCh




Performance Routing v3

Passive Monitoring and Threshold Crossing Alerts

Central Site

Internet

Performance on Ingress

Branch : RTP and TCP metrics
Bandwidth on egress Per DSCP and site

Per Traffic Class

19



Simplicity in PfRv3

domain one
vrf default
master branch
source-interface LoopbackO
hub 10.8.3.3
border
Branch master local
source-interface Loopback0 —HA

Central Site J

Internet domain one

vrf default

master hub
source-interface LoopbackO
enterprise-prefix prefix-list ENT

prefix-1list DC1




Intelligent WAN (IWAN) OCHOBHble KOMMOHEHTbI peLleHuns

Branch

YnpasneHne u MOHUTOPUHT v& Cisco Prime
X — 7 . be3onacHocTb
[/ e WHTennekTyanbHbIi e
s,/!/ Nio6oii TpacnopT M <= | L ke Sho ==
> IPSec WAN Overlay » OnTumanbHas mapLupyT1saums > Performance monitoring ) WwudposaHue
TpadurKa NPUNOKEHUN
> YpobHaa onepaLlMOHHasA ) . b OnTMmmsauma mn » 3alumTa OT BHELIHUX yrpo3
JddeKTUBHOE ynpaBieHne Noaocon
moaenb NpPOMNyCKaHUA KalnpoBaHue
DMVPN, PKI Performance Routing (PfR) AVC, WAAS, Akamai AES-256, CWS, ZBFW

QoS



CeTb IWAN cO 3HaHMEM NPUNOKEHUM

Ha 6a3e pelwenma Cisco AVC (Application Visibility and Control)

Users/ salesforce.

Machines . 22 Windows 8
Proliferation ) chobex
of Devices

AGTICRM

e ':,m oRrRACLE

S G BT S I Private
" a . oo Cloud
@ webex @ @ Bl e T g
R . " eroatea -
- - o =

Branch DC/Headquarters

NaKeToB, 3a4EPHKKN U T.4.) SUMVEEPII LT

60% IT-npodeccMoHaNnoB CUUTAIOT HU3KYIO MPOU3BOAUTENBHOCTD
OCHOBHOM Npobaemoi gna 06n1auHbIX CepBUCOB



[obasnsem ontummsaumo WAN (Cisco WAAS)

YBenmyeHue CKopoctu paboTbl NPUAOKEHUN U 3DPEKTUBHOE NCNONb30BaAHUE
CYLLLEeCTBYHOLLMX KaHa/I0B CBA3U

R = w
r
- . Virtualization ' Cloud Apps legfore Google
. r
» ‘ Video Ca0fce36. ‘
VDI (f“'

YckopeHue pabotbl ntoboro TCP-npunoxeHns
90% HD Video optimization and better user experience
_’ 60]'IbLIJe Twice as many Citrix users over same WAN, 70% faster
L NPONYCKAHUA = Toyota: ROl in less than one year, 65% BW cost savings
\ BHegpeHue Ha 6ase CyLlecTBYOLLMX MapLUpyTM3aTopoB (1
‘ peH nA cylecTByoLWNX nuueHsuin AX)
AppNav Controller and WAVE pool is scalable
Native HA capability




Extending Akamai to the Branch with Edge Caching

COMPLETING THE LAST MILE WITH AKAMAI IN THE

BRANC/
nV' ‘Niata Center
Internet 11

Bra
[

Akamai
Intelligent

9 Platform @

Optimal Experience Regardless of Device, Connectivity or Cloud
All HTTP Traffic in Private, Public, Akamai Cloud

Prepositioning | Dynamic HTTP Caching (YouTube) | Any Transport



Intelligent WAN (IWAN) OCHOBHble KOMMOHEHTbI peLleHus

Branch

WAAS PfRv3
Akamai

(",)) Nio6oii TpaHcnopT UHTenneKTyanbHbii OontTumusauma =v= be3onacHocTtb
w e —1 (]
e KOHTpO/b Tpaduka NPUNOXKEHUN coeavHEHUH
> IPSec WAN Overlay » OI'Ile;IMaanaH MapLipyTU3auua > Performance monitoring > lWundposaHue
TPpa®UKa NpUnoxeHnn
> YpobHas onepalMOHHas . . > OnTMmMM3aumAa n »  3awmTa OT BHELIHWUX Yrpos3
3ddeKkTnBHOE ynpaBneHue nonocom
mozenb APONYCKaHMA K3lMpoBaHue
DMVPN, PKI Performance Routing (PfR) AVC, WAAS, Akamai AES-256, CWS, ZBFW

QoS



Prime Infra workflow for IWAN

Prime Infra will provide:

IWAN workflow wizard with PnP
Template-based config for IWAN PINs
PfRv3 Domain, MC and BR

AVC One-Click provision

QoS Provisioning

Single or Dual Router Branch
CVD-based, Customizable
AVC Readiness Assessment
AVC, QoS, PfR Visibility
Leverages APIC EM services

Virtuz! Domain ROOT-DOMAIN

4 ﬁ Dashboard | » Monitor ¥ Configuration Inventory ¥

Maps ¥

Se

WAN

Before You Begin Chonse Configuration

Devices

Mame
O Al Selected Devices
(® SEAWOLF_Gadi

-

Select Devices Configure DMVPN for H.... Configure PFR for Hub ..

Feature CLI Preview

Configure AVC-Inte

*DMVPN-Preshared-Key | 384 2fdfd

*DMVF’N-GRE-TunneI-IF'| 10.3.4.1

*DMVF'N—GRE—TunneI—Subnet-Masl-c| 2535.2553.255.0

*DMVPN-Physical-l nterfac:e| GigabitEthernet0/0/1

*EIGRP_AS-Number| 24

*DMVPN-G RE—TunneI—Subnet| 10.3.4.4

"1 nternet—WAN—Band\\ridth—Kbps| 1000

*Loopback_IP| 10.35.30.1

*Loopback_Mask| 255.255.255.0




IWAN Automation and Orchestration Evolution

Traditional

Management

Systems

()
£
=
(o
O
O
8CD
Q

I0oN

ct

Ive/\
Simplifying the Network

L

'gluware’

Evolution

z
@ Capacity Planning, Troubleshooting,
Prme  Change control

Cisco IWAN Apps Early Partners (future)
CY2015

IWAN PKI PnP

Transport Automation Provisioning [g]uwa re

. Intelligent Application H H
Security Path Control Experience leeACtlon

Simplifying the Network

REST APIs

APIC-EM Services (Partial)

Device Abstraction Layer

OnePK/Openflow

Apps



Cisco IWAN
MopTtdhonmo

www.avalis.com.ua /-“%\
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\Lj discover ing future



ISR G2

ISR 4000

ASR 1000
CSR 1000v *
WAVE
*Domain MC

function only

at this point in time

Intelligent WAN Platforms




IWAN Branch Services Routers

ISR4000 Series - IWAN AX Ready, Next Generation Branch

Appliance Level Performance

Service-Aware Dataplane
* Resilient Service Virtualization
* Multi-gigabit Fabric

Application Centric

App/User policy-driven deployment
* APIC-EM Automation: deploy in minutes
* Pay-as-you-grow
* Up-to-75% cost savings

Integrated IWAN Services

10S Firewall, VPN, IPSec, PfRV3, NBAR2, AVC,
AppNav, VRF, MPLS

* Scalable on-chip service provisioning

v O S 001505/ 165

ISR 4351 200/400Mbps

nssst S 00/300110p
st R 50/100Mbps




1\
E
AVALIS

discovering future

mail@avalis.com.ua

Ten.: +38 (044) 249-99-10

WwWw.avalis.com.ua
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